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AyTeHTHpHUKAINS

besomacuocts nHpoOpMauu

I'ocynapcTBeHHas
nH(OpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3amuTa uHpOpMaLUU
OT HECAHKIIMOHUPOBAHHOTO
JoCTyIa

3ammiaeMas nHpOpMaIus

Wnentuduxanms

HNudopmarmonnas cucrema

WudopmarimoHHble pecypehl

WNupopmanmonnsie
TEXHOJIOI' MU

WNudopmarus

KonTponupyemas 30Ha

KonduaeHunaapsHOCTh

O6paboTka nepcoHaNbHbBIX
JTAHHBIX

TEPMUMHDLI U OITPEJAEJEHUSA

JlelicTBuss MO MNpoOBEpKE MOUIMHHOCTH CYOBEKTa J0CTyIa
B MH(OPMAITMOHHON crcTeMe

CocrosiHME  3alUIIEHHOCTH HMH(POpPMAIMH, IPU KOTOPOM
obecriedeHbl €€ KOHQUAEHIMAIbHOCTb,  JIOCTYITHOCTb
U IIEJIOCTHOCTD

Hndopmarnmonnas cucrema, cozilaBaeMasi B LIEJISX peain3aluu
MOJTHOMOYHIA rOCyIapCTBEHHBIX OpTraHoB
u obecrieueHust oOMeHa UHOpPMaLUEH MeXIy AITHMHU
OpraHam, a TaKkKe B MHBIX YCTAHOBIICHHBIX (heleparbHBIMU
3aKOHAMHU IeJIsX

Bo3mokHOCTB MOTyueHust UHGOPMAIMK U €€ UCIOIb30BAHUS
CocrosiHre WH(pOpMAIMH, XapaKTEPU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M HUH(GOPMAIMOHHBIX TEXHOJOTHA
obecrieunBaTh OECHPENATCTBEHHBIM TOCTYN K HWH(pOpMaluu
CyOBEKTOB, UMEIOIINX Ha 3TO MOTHOMOYHS

3amuTta MHQOpPMALMM, HAmNpaBiIeHHAas Ha NPEIOTBpPALICHHE
NOJTYYEHHUsl 3allMIIaeMoi MHGPOPMALUU 3aUHTEPECOBAHHBIMU
CcyObeKTaMi C HapyIIeHHEM YCTaHOBJICHHBIX HOPMATHBHBIMU
U TMPaBOBBIMU JOKYMEHTaMH (aKTaMu) WU 00IaiaTeNIIMU
uH(bOpMAIIMU TpaB WM TMPaBWI pa3TpaHUYEHUs JOCTyIa
K 3alUIIaeMOoil HHPOpMAIHH

Nudopmarus, sBasiomascs MOPeAMETOM  COOCTBEHHOCTH
U MOjJIeXKalas 3alluTe B COOTBETCTBHUM C TpeOOBaHMIMU
IIPaBOBBIX JIOKYMEHTOB 17001 TpeOOBaHUSIMH,
yCTaHaBJIMBAaEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoeHue cyobekTaM u 00BEKTaM A0CTyNa HIEHTH(PHUKATOpa
u (WIM) CcpaBHEHUE TMPEIBABILEMOro HIESHTU(HUKATOpA
C TepeyHeM MPUCBOCHHBIX UICHTH()HKATOPOB

COBOKYMHOCTh cojiepskalieiicss B 6a3zax AaHHBIX HUH(DOpMALUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH W TEXHUYECKUX CPEICTB

OTtaenpHBIE JOKYMEHTBI M OT/EIbHBIE MAcCHBBI JOKYMEHTOB,
JOKYMEHTBl W  MacCHUBBl  JIOKyMEHTOB, COAepXKalrecs
B MHPOPMAIIMOHHBIX ~ cHucTeMax (OmOimoTekax, apXxWBax,
donax, baHKax JaHHBIX, MHOOPMALIMOHHBIX CUCTEMAX IPYTHUX
BHJIOB)

[Tpoueccsl, MeToAbl MOMCKA, cOOpa, XpaHEHHs, 00pabOTKH,
MPEIOCTaBIECHUS, paCIPOCTpaHEeHUsI UH(POPMALIMK U CIIOCOOBI
OCYIIECTBIICHHSI TAKUX MTPOLIECCOB U METOAOB

Cenenus (coobmienus, JTAHHBIC) HE3aBUCUMO
0T (hOpMBI UX MPENICTABICHUS

ITpoctpancTBO  (TeppuTOpHUs, 3JaHME, 4YacTh  3/aHU),
B KOTOPOM HCKITIOYEHO HEKOHTPOJIMPYeMoe NMpeObIBaHUE JHII,
HE HUMEIOUIMX T[IOCTOSHHOTO WJIM Pa30BOro  JIOMYcCKa,
U TIOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

O0s3arenbHOE IS BHITOTHEHUS JIUIIOM, TOTYYHBIIAM JTOCTYII
K omnpeneneHHon wHdopmaluu, TpeOOBaHWE HE TepeaaBaTh
Takyl0o HH(OpMalnuio TpPeThbUM JHIlaM 0e3  coryiacus
ee obnanaTens

JeiicTBus (omeparyu) ¢ NepCOHATBHBIMU JaHHBIMHU, BKITIOYAsS
cOop, cucTeMaTH3aIlUIo, HAKOIUIEHUE, XpPaHEHHE, YTOYHEHHE
(oOHOBIICHHE, U3MEHEHHUE), UCTIOL30BAHUE, PACTIPOCTPAHECHUE



Omnepatop

[IepconanbHble TaHHBIC

Yrposa 6e3omacHoCcTH
uH(popMaIuu

Va3BUMOCTE

[lenocTHOCTD

(B TOM umcie mepenavy), oOe3IWYMBAHHUE, OJOKHUPOBAHME,
YHHUTOKEHUE TIEPCOHATBHBIX TaHHBIX

TPXAAHUH WIM IOPUIMYECKOE JIMIIO, OCYLIECTBIISIOLINE
JEeSITeNIbHOCTh 0 IKCIUTyaTallui MH()OPMALMOHHON CHCTEMBI,
B TOM uucie no o0paboTke uHpOpMaLMM, coaepxKaulieics
B ee 0a3ax JaHHBIX

Jlrobass mudopmarusi, OTHOCIIIASACA K MPSIMO HJIM KOCBEHHO
OIIPEICTICHHOMY HJIU OTpeiensieMoMy (GU3UUECKOMY JTHUILY
CoBOKYNHOCTh ~ ycIOBHH W (DakTOpOB,  CO3JAIOLIMX
MOTCHITHATHHYIO Wi peasibHO CYLIECTBYIOILYIO
OIaCHOCTb, CBSI3aHHYIO C YTEUKOM uHdopmanuu
W/WIM HECAaHKIIMOHUPOBAaHHBIMU W/WIIM HEMpPeaHAMEPEHHBIMU
BO3JCHCTBUIMH Ha Hee

Henocrarok (cmaboctn) MIPOrpaMMHOTO
(IporpaMMHO-TEXHUYECKOT0) CPEICTBA HIIM WH(HOPMALIMOHHON
CUCTEMBl B 1II€JIOM, KOTOpbIH (KOTOpasi) MOKET ObITh
UCIOJb30BaHa I peanu3aluu  yrpo3  0Oe3o0macHoCTH
uH(popMaIu

YcroitunBocTh  MHQOpPMAMM K  HECAHKIMOHUPOBAHHOMY
WIH CIy4alfHOMY BO3JICHCTBUIO Ha Hee B mpolecce 00paboTKu
TEXHUYECKUMHU CPEJCTBAMHU, PE3YIHTATOM KOTOPOTO MOXKET
OBITh YHUUTOXXEHUE U UCKKEHUE MH(POPMALIHI



I'OCTP
ITonutnka

TBIOY

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUA

I'ocynapcreennsiii crangapt Poccuniickoit @enepanun

[MTomutuka wHOpManmoHHOW  Oe3omacHOCTH  ['OCynapCTBEHHOTO
O10JKETHOTO JIOMIKOJIBHOTO 00pa30BaTENbHOTO YUPEKICHUS JETCKUM
cag Ne 86 IIpumopckoro paiiona Cankrt-IlerepOypra

l'ocynapctBeHHOE  OIO/KETHOE  JIOIMIKOJIBHOE  00pa3oBaTeIbHOE
yupexaenue nperckuid cag Ne 86 IIpumopckoro paiiona CaHKT-
[TerepOypra

®denepanpHas ciryxk0a 6e3onacHoctu Poccuniickoit deneparum
OenepanpHas ciyk0a M0 TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO



1 OBIIHME ITOJIOKEHUSA

Hacrosmas [TonuTtuka siBisieTcss JOKYMEHTOM, ONPEEIISIONIUM HAIIPABIEHUS JESITEIbHOCTU
B obmactu  obOecrieueHUs  HWHPOPMAIIMOHHOW  0E30MACHOCTH W TPEJCTABISIET  COOOH
CHCTEMAaTU3UPOBAHHOE U3JIOKEHHE LIeel U 3a/1a4 MHPOPMALMOHHONW 0€30MacCHOCTH, KaK OJHO WU
HECKOJIBKO TPAaBUJI, NPOLENYp, NPAKTUYECKUX NPUEMOB M PYKOBOIAIIMX MPUHILHIIOB, KOTOPBIMU
pykosoactByercss I'B/IOY, a Takke OpraHM3allMOHHBIX, TEXHOJIOTMYECKHMX M IPOLEAYPHBIX
acmeKToB oOecrieueHus1 HH(HOPMAITMOHHON 0€30MacHOCTH.

Ilonoxenus  Hactosmed IlomuTuku He  pacmpocTpaHsioTcs Ha  obecreueHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIISAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOI 3amadeit B obOmactu wuHPopManuoHHOM Oe3zonmacHoctn ['BJIOY mnpusnaer
COBEpPILICHCTBOBAaHME MEp U CpEACTB O0ecledyeHUs 3aluThl HMHGOpMaluu HH(OPMAIMOHHBIX
pecypcoB I'b/IOY B koHTekcTe pa3BUTHA 3aKOHOAarenbcTBa Poccuiickoir Pepepanuu U HOPM
perynupoBaHusi MHGOPMAILIMOHHOM JEATENbHOCTH B TEKYUIMX YCIOBUAX (YHKIIMOHUPOBAHUS
UH(POPMAILIMOHHOIO MOJI.

ITpu pazpabotke [10MMTUKK YIUTHIBAIUCH OCHOBHBIE MPUHIIUITBI CO3JIAHHSI CHCTEM 3alllUThI
nHpopMaluy,  XapakTepUCTUKM U BO3MOXKHOCTH  OpPraHM3al[MOHHO-TEXHUYECKHUX  MEp
Y COBPEMEHHBIX IPOrPaMMHBIX U allllapaTHO-NPOrPaMMHBIX CPEJICTB 3aLUTh HH()OpMAIIH.

B pamkax cBoeit aestensHOocTH I'BJIOY 00s3yercs npennprHuMaTh Bce BO3SMOXKHBIE MEpPbI
JUTSL 3aIIATHI UHPOPMALIUU OT Yrpo3 0€30macHOCTH HHPOPMAITHH.

TpeboBanuss uHOpMAIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT ILENSAM JESITEIbHOCTH
I'BIOY u npeaHa3HavYeHbl Uil CHUKEHUS PUCKOB, CBA3aHHBIX C peajin3alueil yrpo3 6e30macHOCTH
UHOpPMAIUH.

[Tomutuka goctynHa Bcem padotHukaM ['bJ/IOY u BceM mosap30BaTessiM €ro pecypcoB.

2 1EJIY U 3AJIAYM OBECHEYEHUA UH®OPMAIIMOHHON BE3OIACHOCTH

Cy0bexTbl HHPOPMALIMOHHBIH OTHOIIEHHUH

CybObexramu nipu obecrieueHur nHopmarmornHon 6ezonacuoctu B 'BJIOY sBstores:

PabOTHUKHU CTPYKTYPHBIX MOpa3IeTICHHH (B TOM YUCIe YBOJIEHHbBIE);

rpaxaaHe, paboTarolue 1o A0roBOpaM rpaaaHCKO-TIPaBOBOI'0 XapaKTepa;

¢bu3znueckue muIA, MNPEICTABUTEIN KOHTPAr€HTOB B pPaMKax HCIOJHEHUS JIOTOBOPHBIX
00s13aTENbCTB;

¢busnueckue mua, nogasmre oopamenue B aapec 'OV,

IOpUAMYECKUE JIUIA, B paMKaX HMCIOJHEHHUS JTOTOBOPHBIX 003aTENbCTB UM BO MCIOIHEHUU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbcTBa Poccuiickoit deneparuu;

Opraibl FrOCYJapCTBEHHOM BJIACTHU.

O0bexTbl THGPOPMALMOHHBIX OTHOIIEHHUH

O6bexkTaMu HH(GOPMAITMOHHBIX OTHOLICHHH SIBIISIOTCS:

uHpopmanmonnsie pecypcsl ' BJIOY;

rocy/lapCTBeHHbIE ~ MH(pOpMAalMOHHble  cucTteMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCA
I'0Y;

mporeccl  00paboTku  MH(oOpManmuu B MHPOPMALMOHHBIX  cucreMax  Kowmwurer,
UH(POPMAIIMOHHBIE TEXHOJOTWH, pErjJaMeHThl M Mpomexypbl cOopa, oO0pabOTKH, XpaHEHHS
U niepeaadr nHdopmanuu;

nHpopManmoHHass HUH(PACTPYKTypa, BKIIOYAIOIIAS CUCTEMBl O00pabOTKH, XpaHEHUS
¥ aHanu3a nHGOPMAIKH, POrPaMMHBIE U TPOrPaMMHO-AIIapaTHIE CPECTBA, B TOM YUCIIC KaHAJIBI
CBS3U U TEJICKOMMYHHKALINH;

CHCTEMBI U CPEJICTBA 3alUThl HH(OPMAIIUU, OOBEKTHl U TTOMEIICHHS, B KOTOPBIX Pa3MeIIEHBI
cpeacTBa 00paboTKK MHPOPMAIUH.

Ienu obecnieyeHust UHPpOPMANUOHHO 0€30NMACHOCTH

OcHoBHoI1 11enbI0 obecnieueHus nHpopmanronHoi 6esonacuoctu I'BJIOY sBustiroTcs neiicTBust
HalpaBJIeHbl HAa JTOCTH)KCHUE 3aLIUTHI CyOHEKTOB MH(OPMAIIMOHHBIX OTHOUICHUH OT BO3MOXHOT'O
HaHECeHHs] UM MaTepuaIbHOro, (U3NYECKOro, MOPAIbHOIO WJIM HHOro yiepOa, MOCpeaCTBOM
Clly4aitHOro W MPEHAMEPEHHOT O BO3JICHCTBUS Ha uH(popMaIuio,
B TOM YHCJIE:



obecrieueHus OTKa30yCTOWYMBOIO (yHKIIMOHMPOBAHUS IIPOrPaMMHBIX
U anmnapatHo-nporpaMMHubIx cpenctB I'B/IOY u npenocraBisieMbIX CEpPBUCOB;

COOJIIOZICHHS TPAaBOBOI'O0 pPEXHMMa HCIIOIB30BAaHUS MAcCCHBOB M CPEACTB  00pabOTKH
nH(pOpMAITUH;

NPEJOTBPAIleHHs pealu3alud Yrpo3 0e30MacHOCTH HH(OpMalMU NOpPU  OCYIIECTBICHUU
nestenbHOCTH ' BIOVY.

3anayu odecnieyeHuss HHPOPMAITMOHHOI 0e30MACHOCTH

Hoctxenue nenei odecriedeHrss HHPOPMALMOHHON 0€30MacHOCTH U CBOWCTB MH(OpMAIIHH,
I'BJAOY pemaercs cneayronMu 3a/lad4aMu

3alIUThl OT HECAHKIIMOHMPOBAHHOIO JOCTYIa K MH(OPMAIIMOHHBIM pecypcaM;

pasrpaHMyYeHMsI JOCTYIa MOJIb30BaTeNnel K MH(QOPMAaIMOHHBIM, allapaTHbIM, IPOrPAMMHBIM
U UHBIM pecypcam;

perucTpalii ¥ MEepUOIUYECKOro KOHTpONsA JeHCTBHM monb3oBaTened mnpu oOpadoTke
3anMIaeMon nHdopMaly U NepUOJUUECKII KOHTPOJIb KOPPEKTHOCTH UX JACHCTBHIH;

KOHTPOJISI LIEIOCTHOCTH CpEAbl HCIOJIHEHMs] MPOrpaMM M €€ BOCCTAaHOBJIEHUE B Cllydae
HapyLICHMUS;

obecrieueHus: ayTeHTU(UKAUM W MJICHTU(UKALUU  [OJb30BaTeNel, y4acTBYIOLIUX
B MH(POPMAIIIOHHOM OOMEHE;

obecrieueHus UCIIPaBHOCTH IPUMEHSIEMbIX B MH(POPMALMOHHBIX cucreMax
I'BAOY cpencts 3amuThl HHpOpMAITUH;

CBOEBPEMEHHOI'0 BBISIBJIGHHE MCTOYHHKOB YTpo3 0e30MacHOCTH WHGOpMAIH, HTPUYHH
U YCIOBHWH, CHOCOOCTBYIONIMX  HAHECEHHWIO  ymepda  3aWHTEPECOBAHHBIM  CyOBbEKTaM
MH(pOPMALMOHHBIX OTHOIIEHUH;

CO3JITaHMEM CITy)KObI MOHMTOPWHIA M pPEarupoBaHUs Ha yrpo3bl 0€30MaCHOCTH MH(OpMaIUU
1 HeTaTUBHBIE MOCIIEJCTBUS,

CO3JITaHMEM YCIIOBHMH Ui MUHUMH3AIMM HAaHOCUMOT'O yliepOa HelpaBOMEPHBIMH JIEHCTBUAMH,
Y yCTpaHEHUE MOCIECTBUI HapyIeHus nHpopMaimonHoit 6ezonacHoctu B [BIOY.

Pemenue BoienepeurciienHsix 3aaa4 B ['bJIOY ocymiecTBisieTcs mocpeicTBOM:

ydyeTa BceX MOUIeXkaluX 3aluTe HHPOPMAIHOHHBIX PECYPCOB;

KYpHAIMPOBaHUS NEHCTBUI MEPCOHANA, OCYIIECTBISIONIEr0 00CTY)KMUBaHNE U MOIU(DUKAITUIO
MIPOrPaMMHBIX M MPOrpaMMHO-aNapaTHBIX CPEICTB UH(OPMAILIMOHHBIX CUCTEM;

periaMeHTaluu mpoueccoB 00paborku uHpopMmanuu, aeWctBuil paborHukoB ['BJIOY,
OCYILECTBISIOLIMX JKCILTyaTalMI0 MPOrpaMMHBIX M IPOrpaMMHO-alNapaTHBIX CPEJCTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aI[IOHHO-PaCIOPSAIUTENbHBIX JOKYMEHTOB I10 3alIUTe HH(OpMaLnu;

Ha3HAYEHUS U MOJATrOTOBKOM pabOTHUKOB, OTBETCTBEHHBIX 32 OpPraHU3allMI0 U OCYLIECTBICHHE
MEpOonpUATHiA TI0 obecnieueHuo nHpopManroHHoi 6e3onacHoct B 'BJI0Y;

HAJIEICHUST KaXJA0ro pabOTHHKA MHUHHMAJIbHO HEOOXOJUMBIMU TpaBaMH TMpu pabote
B MH(POPMAIMOHHON MH(PPACTPYKTYpPE COIIACHO X JOIKHOCTHBIM 00s13aHHOCTSIM;

COOJI0ZICHNS BCeMU paOOTHHUKAMU, SKCIUTYaTUPYIOUTUMH U 0OCITY>KUBAIOLIMMHU TPOTrPaMMHBIE
U OporpaMMHO-ammapartHble  CpelIcTBa, TpeOOBaHMN  OpraHU3aLMOHHO-PACHIOPSIUTEIBHBIX
JOKYMEHTOB I10 BOIpocaM o0ecreyeHns HHPOPMaLMOHHONW 6e3011aCHOCTH;

MEPCOHANBHON OTBETCTBEHHOCTHIO KaKJIOr0 paOOTHHKA 332 CBOM JCUCTBUS, y4aCTBYIOLIEIO
B paMKaxX CBOMX (PYHKIIMOHAQJIbHBIX OOS3aHHOCTEM B Ipoleccax aBTOMAaTHU3UPOBAHHOW 00pabOTKH
MH(GOPMALIMU ¥ UMEIOIIETro AOCTYII K pecypcaM HH()OPMAIIMOHHBIX CUCTEM;

peanu3anyell TEeXHOJOTHYECKUX IPOLECCOB 00paboTku MHGPOPMALUU C HCIOJIB30BaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX MEp 3allUThl IPOrpaMMHOro  oOecreuyeHus,
IIPOrpaMMHO-alapaTHbIX CPECTB;

MPUHATHUS MEP MO 00ECTIEUCHUIO (PU3UIECKOM IIETOCTHOCTH MPOrpaMMHO-aNapaTHbIX CPEICTB
HMH(OPMAIIMOHHBIX CUCTEM M MOJJIEP’)KaHNEM HEOOXOMMOr0 YPOBHS 3alllUIIEHHOCTH KOMIIOHEHTOB;

WCIOJIb30BaHUSI MPOTPAMMHBIX M IPOrPaMMHO-AINAPATHBIX CPEICTB 3alUThl MH(OpPMALUU
obpabarsiBaeMoM B 'BJIOY u anMUHHCTPAaTUBHON HOAJIEPKKON WX UCTIONb30BAHUS,

KOHTpOJIA ~ COONIOJICHUSI  MOJb30BaTeNsIMU  HMH(OPMALIMOHHBIX  CHUCTEM  TpeOoBaHUI
1o o0ecneYeHn o HHPOPMaIMOHHOM 0€30MacHOCTH;

npoBeieHus aHau3a 3(p(PEeKTUBHOCTH MPUHATHIX MEp 3aIUTHl HHPOPMAIIUN U MTPUMEHSIEMBIX



cpencts 3amuThl nHGopmaruu B 'BJIOY;
pa3paboTKu ¥ peanu3aluu TPEeUIOKEHHH 10 COBEPIICHCTBOBAHUIO CHUCTEM  3aIUTHI
uHpopmaruu B '5/10Y.

3 MPUHIOMIIBI OBECIEYEHUA WH®OPMAIIMOHHOMN BE3ONTACHOCTH

Obecneuenne MHGOPMALMOHHON 0€30MaCHOCTH, JOMKHO OCYLIECTBISATHCS B COOTBETCTBUU
CO CJIEIYIOIIMMH OCHOBHBIMU MPUHLIUIIAMHU:

IIpyuHUMN 32aKOHHOCTH

ITpu BBIOOpE MepomnpHsTHi 1O 3amuTe WH(POpPMALMM, JTODKHO COONI0aThes JEHCTBYOLIEe
3akoHOJaTenbcTBO Poccuiickoit denepanuu B chepe 3amuThl HHPOPMALIUH.

Bce paOoTHMKHM JOIKHBI UMETH IMpPEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a IPAaBOHAPYIIEHHS
B cdepe 3amutel nHGopMarmu. [IporpammHo-anmapatasie cpeactBa, npumensemsie B ['BIOY,
JOJDKHBI MMETh COOTBETCTBYIOIIME JIMIIEH3UM, O(QUIMAIBHO NMPHOOPETAaThCs y MpeAcTaBUTENeH
pa3pabOTUYMKOB 3TUX CPEJICTB WU SBISITHCS MHTEIUIEKTYalbHOM coOcTBeHHOCTRIO [ BJIOY.

IIpuHIMI CHCTEMHOCTH

[Tpu co3maHum CUCTEMBI 3AIIUTHI JODKHBI YUUTHIBATHCS aKTYyalbHbIE YTPO3bl 0€30MacHOCTH
nHpopMaluu, BO3MOXKHbIE OOBEKTHl M HAIpPAaBJIEHUS aTaKk Ha HEE CO CTOPOHBI HApPYIIUTENEH.
Cucrema 3aluThl TOJIKHA CTPOUTHCS C YI€TOM HE TOJIBKO U3BECTHBIX KaHAIOB YTeUKH MH(POPMAIIHH,
HO ¥ C YYETOM BO3MOKHOCTH TMOSIBJICHHS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM 00ECIICUEHUH.

IIpuHIMI KOMIIEKCHOCTH

KommuiekcHoe MCcToiab30BaHUE CPEACTB 3alUThl HHPOPMAIIMK MPEATNOIaracT COrjJacoOBaHHOE
IIPUMEHEHHE TIPU MIOCTPOEHUM LIEIOCTHON CUCTEMBI 3aLUThI, IEPEKPHIBAIOLIEIN BCE CYIIECTBEHHbIE
yrpo3sl 0e3omacHoCTH WHGOpPMAWU. 3aluTa JOJKHA CTPOUTHCS SIICTOHHUPOBaHO. DPu3mveckas
3aIuTa JI0JKHA 00ecTeuynBaThesl GU3NUECKUMU CPEJICTBAMHU M OPraHU3allMOHHBIMU MEPAMHU.

[Tpu nmocTpoeHnu, BHEAPEHUHN U HKCIUTyaTallMM CUCTEMBI 3allUThl HH(OPMALUK PYKOBOJCTBO
I'BAOY o6ecnieunBaer ycioBuss i 3((EKTHBHONH KOOpAWHAIMKM JCHCTBHA BCEX JIHIIL,
o0ecreynBarIX HHPOPMAITMOHHYIO O€30MacHOCTD.

IIpuHIUI CBOEBPEMEHHOCTH

Pazpabotka cucTtemMbl 3aUThl UHPOPMALUHU JTOJHDKHA BECTUCH MAapajuIebHO C pa3paboTkon
U MHQOPMAlMOHHOM  CHUCTEMBL. IJTO TIO3BOJUT  y4yecTb TpeOoBaHHUS  O€30MacCHOCTH
OpU TMPOEKTUPOBAHUU ApPXUTEKTYphl M, B KOHEYHOM CcyeTe, co3aarh Oonee 3¢ ¢eKTuBHbIE
MH(POPMAITMOHHBIE CHCTEMBI, 00JIaAa0IIe JOCTATOYHBIM YPOBHEM 3alUIIEHHOCTH.

IIpuHIMI IpeeMCTBEHHOCTH

[TocTossHHOE COBEpIICHCTBOBAaHHE MEp U CPEACTB 3alUThl HH(OPMAIMU Ha OCHOBE
IIPEEMCTBEHHOCTH OpPraHU3allMOHHBIX W TEXHUYECKUX PEIICHUM, KaJpOBOI0 COCTaBa, aHAIM3a
(YHKIIMOHUPOBAHUST MH(POPMALIMOHHBIX CHCTEM U CUCTEMBbl €€ 3alllUThl C Y4E€TOM H3MEHEHUM
B METOJaX M CpelICcTBaxX ImepexBaTa HH(OpPMalHNH, HOPMATHBHBIX TpeOOBaHWI MO 3amuTe
nH(pOpMaLUH.

IIpuHUIMI 10CTATOYHOCTH

CooTBeTcTBUE YpOBHS 3aTpaT Ha obecrnieueHrne HHGOOPMAIIMOHHON 0€30MaCHOCTH U IIEHHOCTH
MH(POPMALIMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOKHOTO yIliep0a 0T UX pasriIalleHus, YHUUTOXKECHUS
U UCKaxeHus. Vcnonp3yemble MEpbl M CpPEICTBa 3aIIUTHl MH(OpMAMu HE IOIDKHBI YXYIIIAaTh
ProOHOMHUYECKHE MMOKA3aTeIN KOMIIOHEHTOB MH(POPMAIIMOHHBIX CUCTEM.

IIpuHOMI OTBETCTBEHHOCTH

BosnoxeHue OTBETCTBEHHOCTH 3a oOecrieueHne 0e30macHOCTH HHPOPMAaIui U ee 00paboTKu
Ha KaxJaoro paOOTHHMKA B Mpelenax ero MOJHOMOYMHA. B COOTBETCTBMM € 3TUM NPUHIUIIOM
pacrpeneneHue mpaB U 00s3aHHOCTEH PaOOTHUKOB CTPOMUTCS TakUM OOpa3oM, 4TOOBI B cCiydae
1r000T0 HapyIIeHUs ObLT U3BECTEH HAPYIIUTEINb.

IpuHUUN 000CHOBAHHOCTH U TEXHUYECKOI peajin3yeMoCTH

WHupopmanmoHHbIe TEXHOIOTUH, IPOrPaMMHBIE M ITPOrPaMMHO-AIIaPaTHbIE CPEJICTBA, MEPHI
3Tl UHPOPMALUU JTOJDKHBI OBITh PEaTM30BaHbI 10 COBPEMEHHBIM DPEUICHUSM, OOOCHOBAHBI
C TOYKHU 3pEHMS JOCTMXKEHHUS 3a/1aHHOTO YPOBHS 3aIUIIEHHOCTH MH(POPMAIMK U 3KOHOMHYECKON
[[EJIECOO0Pa3HOCTH, a Tak)Ke COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM M TpeOOBaHUSIM
1o 6e30MacHOCTH H(POPMALIUH.



IMpuauun npodeccnonaIn3zmMa

Peanuzamust Mep 3ammThl MHpOpPMAMM M HKCIUTyaTallUsl CPEICTB 3allUThl WH(GOpMAIUU
JIOJI’KHA OCYIIECTBISATHCS MPOPECCUOHATBHBIMU CHIEIIUATHUCTaAMHU.

[IpuBneueHune crienMaIM3UPOBAHHBIX OpraHU3AIMi K pa3paboTKe CPEICTB U pealu3alui Mep
3alUThl UHPOPMAILIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHAY ACSITETbHOCTU MO 00ECIeYSHHIO
0e301macHOCTH HH(POPMAIMOHHBIX PECYPCOB, HMEIOIIHUX OMBIT MPAKTUYECKOU PabOThl M TUIICH3UU HA
MPaBO OKa3aHMsI YCIYT B ATOW OOJIACTH.

IpuHUMN MUHUMH3AIUM TPUBHUJIETHIl IOJIb30BaTe el

ObecrieyeHre OIB30BATENCH MPUBHIICTUSIMI MUHUMAIILHO JOCTATOYHBIMH JJIsi BBITTOIHEHU S
MMM CBOUX JOJDKHOCTHBIX oOsi3anHOCTeH B 'B/IOY.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIMTE UH®OPMALINN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MHGOpPMAIMU JOJDKHA NpPEeaycMaTpUBaTh KOMILIEKC OpPraHU3allMOHHBIX,
IIPOrpaMMHBIX U MPOTrPaMMHO-AMIMAPATHBIX CPEACTB U Mep HO 3amuTe MHpoOpMaluu B Ipolecce
ee 00paboTKH.

BoinonHenue TpeGoBaHUN JOCTUTAETCA 3a CUET pead3alli Ha 00beKTax MH(pOpMaTH3aLUU
Mep 10 3auTe HHPOpMaIuu:

UACHTU(DUKAIMY U ayTeHTU(DUKAIIMH CYObEKTOB J10CTYNA U 0OBbEKTOB JI0CTYIIA;

YIIPaBJICHUIO JTOCTYIIOM CYOBEKTOB JJOCTYIA K 00BbEKTaM JIOCTYIIA;

OrPaHUYEHUIO IPOTPAMMHON CPEIbI;

3aIUTE MAIIMHHBIX HOCUTENEH TIEPCOHANIBHBIX JaHHBIX;

perucTpanuu coobITUN O€30MaCHOCTH;

AHTUBUPYCHOU 3aLIUTE;

00HapyXEHHIO BTOPKEHUH;

KOHTPOJIO (aHATN3Y) 3aIIUIIIEHHOCTH MMEPCOHANBHBIX IaHHBIX;

00ecIeYeHuIO0 1IETOCTHOCTH MH()OPMAIIMOHHON CUCTEMBI U IIEPCOHATIBHBIX JAHHBIX;

00ecIeYeHuI0 JOCTYITHOCTH NEePCOHATIBHBIX JaHHbIX;

3alUTHI CPEbl BUPTYaIU3aluu;

3aIUThl TEXHUYECKUX CPEJNICTB;

3alUThl HH(OPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBS3U U Mepelaul JaHHBIX;

BBISIBJICHUIO MHIIU/IEHTOB U PEarupoBaHueE Ha HUX;

yIpaBieHUI0 KOH(Urypanueil nHGopMamoOHHON CUCTEMBI U CUCTEMBI 3aIIUThI IEPCOHATBHBIX
JAHHBIX.

I'BAOY, xak obnanarens HHPOPMALUU OTPAaHUUYEHHOTO JTOCTYTIA, IPU OCYIIECTBICHUHU CBOUX
npaB 0053aHO:

CO0JII0IaTh IIPaBa U 3aKOHHBIE MHTEPECHI MHBIX JIUL;

MPUHUMATh HEOOXOIUMBIE MEPHI IO 3aIUTE HHPOPMALIUH;

OrpaHWYMBATh JOCTYNl K HHpOpManuu, eciau Takas o0Of3aHHOCTh  yCTaHOBJIEHA
3aKOHOJaTeILCTBOM Poccuiickoit denepanni.

B tom uncne I'B/IOY, BripaBe eciiu HHOE HE IPENYCMOTPEHO 3aKOHOATENILCTBOM Poccuiickoi
denepanuu:

paspeiaTh Wik OrpaHUYUBATh JOCTYI K HH(OPMALIUH, ONIPENENIATh NOPAA0K U YCIOBHSI TAKOTO
JOCTYIIa;

HCIOJIb30BaTh MH(POPMAIIUIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHUIO;

nepenaBatb MHQGOPMALMIO JPYI'MM JIMIAM Ha YCTAaHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccutickont @enepanyiv OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOJATenbcTBOM Poccuiickoit @enepanuu crocobamu cBOU
IpaBa B CiIy4ae HE3aKOHHOT0 NONyueHUs HH(POPMAIIUU UK €€ HE3aKOHHOT'O UCIIOIb30BaHUS HHBIMU
JULAMY;

OCYILIECTBIISITh MHBIE JEHCTBHA ¢ HMH(OpMaNMEd WINM pa3pemarbh OCYIIECTBICHHE TaKUX
NeUCTBUM, ecnu OSTU JeHCTBUS He TMpoTUBOpedyaT (elaepaabHbIM 3aKOHAM U JIPYTUM
HOpPMaTHBHO-IIpaBOBBIM akTaM Poccuiickoit @enepanuu.



3ammra MHQOpPMAIMM  OFPAaHMYEHHOI'0  JOCTyna IpeACTaBiIseT CcOO0OM  NpUHATHE
OpraHU3aIlMOHHBIX U TEXHHUYECKUX Mep, HallPaBJICHHBIX HA!

coOuroieHre KOHPUICHIINATHLHOCTH HHpOpManuu (UCKIIOUYEHUE HEIPaBOMEPHOTO JIOCTYIIA,
KONMPOBAHUS, PEOCTABIEHUS WK PACIPOCTPAHEHUS MH(OpMaLun);

obecrieyeHue 1eJIOCTHOCTH UH(popMaluy (MCKIIOUEHHE HEPaBOMEPHOTO YHUYTOXKEHUS
WM MOAU(PHUIMPOBAHMS HH(DOPMAITIH);

peanu3alnuio mpaBa Ha JOCTYN K HHGpOpMauu (MCKIIOYCHUE HEMPAaBOMEPHOI'O OJIOKUPOBAHMS
nHdopMaIum).

CpencrBa 3amuThl MH(GOpMAIIMKA BHEAPSIIOTCS 10 PE3yJbTaTaM IPOBEICHUS OLEHKH PHUCKOB
nH(}OpMaIMOHHON 06€30MaCHOCTH.

Opranuzanus 3amuTbl HHGOpMAIUKT

ITpu opranmzanuu B I'BIOY 3amutsl MH(pOpMAIMK, TOKHBI BBIMOIHATHCS TPeOOBaHMS
®denepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «OO6 wuHbpopmanuu, WHHOPMAIMOHHBIX
TEXHOJOTHSIX W O 3aluTe HHQOpMAIMM», KOTOpPbIE pETYIMPYIOT OTHOIIEHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MPEKPALICHUEM peKruMa 00pabOTKH 3amuinaeMoi HH(HOpMalLny.
B Tom umcne tpebGoBaHus 0 3amuTe UHPOpPMALMM, HE COCTABJIAIOIIEN T'OCYJAapCTBEHHYIO TalHY,
coJiepkalieiics B TOCYJapCTBEHHBIX HH(MOPMALMOHHBIX CHCTEMax YTBEP)KJIEHHbIE IPUKa30M
OCTOK Poccun ot 11.02.2013 Ne 17 «OO0 yrBepxaeHUM TpeOOBaHUN O 3aliuTe WH(GOPMAIHH,
HE  COCTaBJIAIOIIEH  TIOCYAApCTBEHHYIO  TaliHy, coJepxXkallelcs B  TIOCYJapCTBEHHBIX
MH(POPMALMOHHBIX CUCTEMax» JUll TOCYAAPCTBEHHBIX HMH(OPMALMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY saBnserca Oneparopom.

B I'BIOY nomuMo peanu3aii OCHOBHBIX MEp 3alUTHl HH()OPMAIIUK OCYIIECTBIISETCS :

peryiasipHas  OLEHKa M  yIOpaBJIeHHE pUCKaMH  HMH(OpMALMOHHOH  0€30MacHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMH MPOLIEAYPAMHU B 00JIACTH yIIpaBICHUS PUCKAMU;

nH(pOPMHUPOBAHUE, o0yueHue u IIOBBILIEHHE KBaJTH(HUKAIUN pabOTHUKOB
I'BAOY B chepe nndopmarmonHoi 6€30MaCHOCTH;

METOAMYeCcKass MOMOIIb pabOTHMKaM B BoIpocax obOecnedyeHus HHPOPMAIMOHHON
0€30I1aCHOCTH;

aHaJIM3 ¥ MOMCK BO3MOYKHOCTEH 1O TTOBHIIIEHUIO YPOBHS 3alIMIEHHOCTH WH(OPMALINH.

Jnst opranmzanuu 3amuThl nHGopMaruu, ['6/IOY BrnpaBe NMpUMEHSTh CPEACTBA M METOJIBI
TEXHUYECKOM 3allUThl, MpeINpUHUMATh Jpyrde, HE MPOTUBOPEYAIINE 3aKOHOJATEIbCTBY
Poccuiickoii ®enepanuu, Mepsbl.

B pamkax oOecriedeHus 3aluThl HHGOPMAIMH, B paMKax TPYIOBBIX OTHOIIEHUI HEOOX0IUMO
O3HAaKOMHTb O] POCIIHCH PaOOTHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUU OTPAaHUYEHHOIO JTOCTYIIA,
HEOOXOJIUM JUIS BBITIOJHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0SI3aHHOCTEH, ¢ ImepedyHeM WH(pOopManuu
OTrpaHUYCHHOr 0 JT0CTyMa, 1 NpuHAThIMU B ['B/IOY Mepamu 3amuTel nHGOpMaIIUH.

Oco0eHHOCTH 32U THI NEPCOHATBHBIX JAHHBIX

IIpn opranuzanum o6paborku B ['BJIOY mnepcoHanbHBIX JaHHBIX HEOOXOAMMO
PYKOBOJACTBOBaThCsl TpeOoBaHusiMu DenepanpbHoro 3akoHa oT 27.07.2006 Ne 152-03
«O mepcoHaNbHBIX JAaHHBIX).

[lepeuenr Mmep, BbIIOIHEHHE KOTOpbIX obOecneunBaer ['BJIOY B kadecTBe omepaTopa
NIEPCOHANIBHBIX JIaHHBIX, JOJKEH BKJIIOYaTh:

HaszHaueHue B [ BJIOY oTBeTcTBEHHOr0 3a OpraHu3alo 00padoTKH MEePCOHATBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, OMPEJCIISIONINX MPaBUIa B OTHOIIEHUU 00pa0OTKU MEPCOHABHBIX
nauHbIX B 'BJIOY, nokanpHBIX aKTOB 110 BOpocaM 00paOdOTKH MEPCOHATBHBIX JTaHHBIX;

IPUMEHEHHE OpPraHU3alMOHHBIX M TEXHUYECKUX Mep Mo obecrneueHuro 0e30macHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBUHM cO cTatbed 19 dexpepanbHoro 3axona or 27.07.2006
Ne 152-®3 «O nepcoHATBHBIX JaHHBIXY,

BBINOJIHEHHE TPeOOBAHUHN MO COCTABY M COIEPIKAHUIO OPTaHU3ALMOHHBIX U TEXHUYECKUX Mep
o obecnedeHuIo 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPH UX 00paboTke B MH(OPMALMOHHBIX
CHCTeMax MEepCOHANBHBIX JaHHBIX yTBepkIEHHBIX [Ipukazom @CTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBEp)KJICHUH COCTAaBA U COJIEPKAHMsI OPraHU3aLMOHHBIX U TEXHUUYECKHX MEp M0 00eCIIeYeHHIO
0€30IacHOCTH TEPCOHAIBHBIX JaHHBIX HpU HX 00paboTke B HH(MOPMAIMOHHBIX CHCTEMax
MIEPCOHANBHBIX TaHHBIXY,



OLIEHKY Bpe€Aa, KOTOPbIH MOXeT OBbITh INPUYMHEH CYOBEKTaM IE€pPCOHAIbHBIX JAaHHBIX
B cinyyae HapymeHus PenepanmbHoro 3akoHa Ne 152-@3, cooTHomIeHME YyKa3aHHOTO Bpeza
Y MPUHUMAEMBIX OINEPaTOPOM Mep, HAlpaBJIEHHBIX Ha OOECIeYeHHE BBITIOTHEHHUSI 00sS3aHHOCTEMH,
peIycMOTpeHHBIX DenepaibHbIM 3akoHoM Ne 152-D3;

o3HakomsieHue pabotHukoB ['BJIOY, HemocpeICTBEHHO OCYLIECTBIAIONMX 00paboTKy
IIEPCOHANBHBIX  JAHHBIX, C IIOJNOXKEHUAMM 3akoHomarenbcTBa  Poccuiickoinr  Penepanuu
O MEpPCOHANBHBIX JAaHHBIX, B TOM 4YHCI€ TPEeOOBAHUSAMH K 3alllUT€ MEPCOHAIBHBIX JAHHBIX,
JOKyMeHTaMmH, onpezaenstomumu Tpedoanus ['BJIOY B oTHomeHHM 0O0pabOTKU MEPCOHATBbHBIX
JTAHHBIX ¥ 00y4YeHHe, Ipyu HEOOXOTMMOCTH, YKa3aHHBIX pa0OTHUKOB.

OOGecnieuenne 0€30MaCHOCTH MTEPCOHATBHBIX TAHHBIX JOCTUTACTCS, BYaCTHOCTH

OIpeNeNieHueM  Yrpo3 M Hapymurened  O€30MacHOCTH  MEPCOHAIBHBIX  JAHHBIX
pu ux 00paboTke B MHPOPMAITMOHHBIX CUCTEMAaX IEPCOHATBHBIX JaHHbIX;

ONpeNeIeHNeM YpOBHS  3aIIUIICHHOCTH TIEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHUU
¢ TpedoBanusimMu I[locranoBnenns [IpaButenbcrBa Poccuiickoit @enepanum ot 01.11.2012 Ne 1119
«O06 yTBepkaeHMHM TpeOOBaHMM K 3alIUTE€ NEPCOHAIBHBIX JaHHBIX MpU HX 00paboTke
B WH(OPMAIIMOHHBIX CUCTEMAaX IEPCOHATBHBIX TaHHBIX),

IPUMEHEHUEM MPOLIECIINX B YCTaHOBJIEHHOM MOpPSAIKE HPOLEIYpPY OLEHKH COOTBETCTBMSI
CpPE/CTB 3aIIUThI UH(OpMAITHH;

OLIEHKOW 3()(hEeKTUBHOCTH MPUHUMAEMBIX MEp IO 3allUTe IMEePCOHATBHBIX JaHHBIX J0 BBOJA
B HKCIUTyaTallUIO HH(OPMALIMOHHON CUCTEMBbI IEPCOHANIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IEPCOHAIBHBIX JAAHHBIX, BCIEACTBUE MOIYYECHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTAHOBJICHMEM MpaBWJl  JOCTyNa K MEpCOHAIbHBIM  JIaHHBIM, 0OpabaTbIBacMbIM
B HMH(OPMALIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JAHHBIX, a TaKkKe OOECIeYeHHEM perucTpanuu
U y4eTa BCeX JICUCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMax
[IEPCOHANIBHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMH MEPaMH IO 3alllUTe MEePCOHATBHBIX JAHHBIX U ONPEIEIEHHOr0
YPOBHS 3aIIMIIEHHOCTH HH(OPMAIIMOHHBIX CHCTEMax MEPCOHANBHBIX JAHHBIX B Ipolecce
€e IKCILTyaTaluu.

5 OCHOBHBIE TPEFOBAHMUSA K ITPOHECCAM OBECIIEYEHMUA
WH®OPMAIIMOHHOM BE3OITACHOCTHA

MeTtoanueckoe pyKOBOJICTBO, pa3padOTKy pelIeHuH Mo 3aluTe HHPOpMAIIH, COTIaCOBaHUE
BbIOOpa CPEACTB BBIYMCIMTENBHON TEXHUKH, MPOrPAMMHBIX M MPOTrPaMMHO-aNIapaTHBIX CPEICTB
3aMThl UH(OpPMALIMK, OpraHU3alHMi0 paboT MO BHISBICHUIO BO3MOXXHOCTEH W MPERyNpesKICHUIO
YT€YKM W CBOHCTB 3amIMIIaeMoil wWHGOpManWW, aTTECTAlMi0 OOBEKTOB HWH(OpMATH3aLUN
OCYILECTBJISIIOT KOMIIETEHTHBIE CTPYKTYpHBIE toapaszaeneHus ['bOY.

Pusnueckas 6e30MacCHOCTD

[IpuHsATHIE OpraHW3allMOHHBIE W TEXHUYECKHe Mepbl 1o 3amure nomeuieHuit ['BAOY,
CEepBEPHOT0 U KOMMYTAIlMOHHOTO OOOpYJOBaHHUS, aBTOMATU3MPOBAHHBIX paboO4YMX MecCT
nosnb3oBarenei nHpopmannoHubix cucreM ['BJIOY obecrnieunBaroT pealn3aluio CIeIyOIUX Mep
1o:

pasrpaHudeHuio jgoctyna paborHukoB B momemnieHus ['BJJOY B coorBercTBHM € HX
MOJTHOMOYHSIMU U JTOJDKHOCTHBIMH O0SI3aHHOCTSIMU;

peructpanu (akToB BXoJa paOOTHUKOB B TIOMEINEHUS B KOTOPBIX BeaeTcs oOpaboTka
IIEPCOHAIIBHBIX JaHHBIX;

KOHTPOJIMPYEMOMY IMpeOBIBAHUIO TOCTOPOHHHMX JIMI B IOMEIIEHUS, B KOTOPBIX BeJETCA
oOpaboTka wuH(pOpMAIMKM OrPAaHUYEHHOTO JOCTYNa W Pa3MEIICHBI amImapaTHble CpelCTBa
MH(}OpMaIMOHHON CUCTEMBI,

OpraHu3aliy peKuMa KOHTPOIUPYEMOr 0 BHOCA/BBIHOCA CPEACTB 00pabOTKN MHPOPMALIUH.

[Momemenuss I'BJJOY pomxHbl OBITH 00OpYIOBaHBI JETEKTOPAMHU OTHS M JIbIMA,
OTHETYUIUTENSIMU, CHUCTEMaMH KOHAWLMOHHPOBAHUS BO3/1yXa, CPEJICTBAMHU OXPAaHHO-TIOKapHOU
CUTHAJIM3aLUU.



OcHOBHOE cepBepHOE M KOMMYyTarmoHHoe obopynoanue I'BJIOY nomkHO OBITH 3alIUIIEHO
OT mepeboeB B MoJaye 3JIEKTPOIHEPTHMHM IMyTEeM MOIKIIOUYEHHUS K 3JIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecrepeOOiHOro TMUTaHWS MW PE3epBHOrO JAM3enb-TeHepatopa. Mcrounuku
OecriepeOOitHOr0 MUTaHUSI HEOOXOIUMO PEryJIspHO TECTUPOBATh U MPOBEPATH YINOJHOMOYEHHBIM
pabOTHUKAM B COOTBETCTBUHU C PEKOMEHAALUSAMH ITPOU3BOJUTENS.

[TopTaTHBHBIE TEXHUYECKHE CPEJICTBA HE TOJKHBI OCTABAaThHCS 3a IIPEIeIaMU KOHTPOJIUPYEMOI
30HBI 0€3 KOHTPOJIsl CO cTopoHbl paboTHUKOB ['BJIOY.

Be3onacHocTh Ha paboueM mMecTe

3anpemiaercss BECTH 3allUCh MApojeil B OTKPHITOM BHUAE Ha MaTepUaJIbHBIX HOCHUTEI,
3a UCKIIIOYEHHEM CI1y4YaeB, PEerIaMEHTUPOBAHHBIX METOJIOB XPAHEHUS.

JIOKyMEHTbl M HOCHTENH ¢ WH(OpManueld OrpaHMYEeHHOrO JOCTYMa JOKHBI YOMpaThCs
B oreudaTbiBaeMble MecTa (cefidbl, mkadhpl W T.I.), TOpU yXole C paboyero Mecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonp3oBarens pabouas ceccust JoKHA ObITH MPEpBaHa,
paboumii cron 3abiokupoBaH. Bxon monp3oBarenss B CHUCTEMY HE JIOMKEH BBIMOTHITHCS
aBTOMATHUYECKH.

JIokyMeHTbI, cofepxalire HHHOpMaInio OrpaHUYEHHOr0 JOCTYIIA, JOHKHBI Cpa3y U3bIMaThCs
W3 TMeyaTarolMX ycTpoucTB. s yTwin3auuu KOH(PHUASHIUANBHBIX JIOKYMEHTOB, JOJKHBI
WCIONB30BaThCsl YHUUTOXKUTENN JOKYMEHTOB HEe HUXe 4 YpOBHS IO CTaHAapTy Oe30MacHOCTH,
MIPUMEHSIEMOMY K YHUUTOKUTEISAM JOKYMEHTOB.

[Ipn wucnonb3oBaHMM MOOWIBHBIX TEXHHUYECKUX CpPEICTB HEOOXOAUMO COOII0IaTh
JIONIOJTHUTENbHBIE MEpbl IO perjaMeHTallud M KOHTPOJIO HCIONB30BaHHUs B HMH(OpMAIMOHHON
CUCTEME MOOUJIbHBIX TEXHUUYECKUX CPEJICTB.

HaxoxneHnne mnpencraBuTeneil OPUAMYECKUX JIMI B pPaMKaxX MWCIOIHEHUS JOTOBOPHBIX
00513aTeNbCTB B TOMEIIEHUAX B KOTOPBIX BeJeTcs 00paboTka MHPOpMaIMU OrpaHUYEHHOr0 JOCTYIa
WH(POPMALMOHHOM CHUCTEMbI, BO3MOXHO TOJBKO B cCOHNpoBOXAeHWH paborHuka ['B/IOY
JIOITYIIIEHHOTO 10 00paboTKu Takol nH(OopMaIuu.

PazMemienne TeXHMUYECKMX CpPEICTB BbIBOAa HHpopmauuu B nomeuieHusax ['BJIOY
MPOU3BOIUTCA C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YAJIBHOTO IPOCMOTpa HWH(pOpMaLuu
MIOCTOPOHHUMH JIMLIaMU ¥ paOOTHUKAaMU, HE TOMYIIEHHBIM K paboTe ¢ JaHHOM nH(opMaren.

Texunuyeckue cpeacTBa JOHKHBI Pa3MEIIAaThCs U XPAHUTHCS TAKUM 00pa3oM, YTOOBI COKPATHUTh
BO3MOJKHBII PUCK ITOBPEKICHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O 1OCTYIIA.

Texnun4yeckoe o0cykuBaHue 000py10BaAHUS

Texnnueckue cpencrsa ['BJIOY nomkHBI TPOXOAUTH Ha PETYISIPHOM OCHOBE CEPBHUCHOE
00CITy>)KUBaHHE B COOTBETCTBUH C PEKOMEHIAIMSIMU MTPOU3BOIUTENIECH 000py10BaHHUS.

PeMoHT u cepBHCHOEe 0OcayKMBaHHE OOOPYJOBAaHUS JOJKHBI BBIIOIHATHCS TOJIBKO
KBaJIM(DUIIMPOBAHHBIMU CHIEIIHATUCTAMH.

Texuuueckoe oOcayxHuBaHHE O0OpPYIOBaHHMS CTOPOHHHMH OpPTraHU3ALUSAMH HE JOJDKHO
MIPUBOJUTH K PUCKY HAapYIIEHUs KOH(DUIEHIINAIIbHOCTH 3aIIMIaeMOol HH(OpMaLnH.

B3anmoneiicTBue ¢ TpeTbUMHM JIUIIAMHA

B wmensx obecrneuenuss mHbopMmarmonHoii 6e3omacHoctu ['BJIOY mpu B3aumoneicTBuUu
C TPETHUMHU JIMLIAMU JIOJIKHO BBIIIOJIHATE CJIEIYIOINE MEPOIPUSITUS T10:

3aKJIIOUEHUIO COTJIAllleHUusT O HepasrialleHud HWH(OpManuu OrpaHM4eHHOro JIOCTyMa
TIOJTYYEHHOMW B X0/ UCTIOTHEHUS JOTOBOPHBIX 0053aTEIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JIEHCTBUSMHU IPEACTABUTEIEH KOHTPAareHTOB B Ipeiesax
KoHTpoiupyemoii 30Hb1 [0V

YnpasieHue ;KU3HEHHbIM HHMKJIOM HHPOPMAIHMOHHBIX CHCTEM

Meponpustus B Tporiecce KU3HEHHOro Iukia uHpopMmarmonHbeix cucteM ['BJIOY momkHbI
ObITh HaIpaBJIEHbl Ha OOecCreueHue 3aluThl HHPOPMALMK [IPU BBOJE B JACWCTBHE, SKCILTyaTalluH,
COINPOBOX/IEHUH U MOJIEPHU3ALINH, BBIBO/IA U3 SKCILTyaTALNH.

OcHoBanneM npu pazpaboTke HH(GOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBIATHCS PEIICHUS
MpUHATBIE Ha cTaaud (OpMUPOBAaHUS TpeOOBaHUM, colepkailie TpeOOBaHUS B TOM 4YHUCIE
10 CUCTEME 3aIIUTHI HHPOPMALIUH.



JIro60e manupyeMoe K BHEAPEHUIO N3MEHEHUE MHPOPMAILIMOHHOW CUCTEMBI IIPEIBAPUTEILHO
JOIDKHO ~ OBITh  IPOAHAIM3UPOBAHO HA  COBMECTUMOCTh M OTCYTCTBHE  HapyIICHUH
paboTOCTIOCOOHOCTH CUCTEMHBIX KOMITOHEHTOB B TOM YHCJIE CPEJICTB 3aIUTHl HH(POpMAIIH.

PaGotel mo MoxepHu3anuu HHGOPMAILIMOHHOM CHCTEMbI, B TOM YHCIE IO YCTaHOBKE
MIPOrpaMMHOTr0 0OecrieueHus] 1 OOHOBJIEHUH, TOJDKHBI IPOBOJUTHCS B Hepabouee BpeMs TN BpeMs
HauMEHbIIIeH pabodeil Harpy3Ku.

[Ipn BbIBOIE U3 OKCIUTyaTalWd HMHGPOPMALMOHHBIX CHUCTEM JOKHO 00ecreyruBaThCs
rapaHTUPOBAHHOE yJaleHne 00pabaThiBaeéMOi U XpaHUMON B HUX HH(POPMAIIMH C UCTIOIb30BAHHEM
CPEACTB TapaHTUPOBAHHOI'O YHUYTOXKEHHS MH(OpMAIUM WIK MyTeM (PU3MYECKOr0 YHUUTOXKEHUS
HOCHTEINeH HH(POpMAITHIH.

Bce mpouenypsl oOecredeHus 3amuThl  wHGOpManuM, ycraHoBileHHble B [ BJIOY
B OTHOLICHUHM WH(POPMALMOHHBIX CHCTEM, JOJDKHBI BBIIOJIHATHCA M KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMU JIMI[aMH 32 OPTaHU3ALMI0 paboT MO 3aluTe UHPOPMALIUH.

KonTposs 1ocryna Kk uH(GOpMaIHOHHBIM CHCTEMaM

Bce paborauxku I'BJIOY, nomymienHslie kK pabore ¢ MH(GOPMAIIMOHHBIMM CHCTEMaMH HECYT
MIEPCOHAJIBHYI0  OTBETCTBEHHOCTb 3a HApYILIEHHUs YCTAaHOBJIEHHOrO TMops/Kka 00paboTKu
nH(poOpMaIuu.

VYpoBeHb MNOJHOMOYMH TMonb30Barenss B uHpopMmauuonHoi cucreme ['BAOY pomxen
OIIPEENIATHCS B COOTBETCTBUH C €T0 JOJDKHOCTHBIMU OOSI3aHHOCTSIMH.

Joctyn nosib3oBareneit kK nHGopManuoHHbIM cucteMaM ['BJIOY nomkeH KOHTPOIUpOBaThCs
aJIMUHUCTPATOPOM HMH(}OpMAIIMOHHON CUCTEMBI.

Ocy1iecTBI€HNE PETYISIPHOTO KOHTPOJISL BBIINOJHEHUS OpPTraHU3allMOHHO-PacIOpsIAUTENbHBIX
JIOKYMEHTOB, KacarolIMXCsl peryiaMeHTanuu jomycka padornukoB ['BJIOY k mHpopmanmoHHBIM
CHCTEMaM.

HNpenTtuduranus v ayrTeHTUPUKALMS

JlocTyn monb3oBarenedl K MH(MOPMAIMOHHBIM CHCTEMaM JOJDKEH IMPEeIOCTaBIATHCS TOJIBKO
MI0CJI€ YCIIEUIHOT O 3aBepIIeHUs HIeHTU(PUKALINY, ayTeHTU(HUKALIUH.

[Tony4yeHue monp30BaTeNieM HMMEHHM B HMH(OPMAIIMOHHOM CHUCTEME M Mapoiisi, KOTOphIE
00eCcreunBaoT 10CTYN K HH(OPMAIIMOHHON CUCTEME, JOKHO OCYIIECTBISATHCS O MPEICTaBICHUIO
PYKOBOJIHUTENSL CTPYKTYPHOI'O TOAPA3AEICHUS.

YupasJjieHue 10CTyIIOM

B I'BIOY n0mKHO OCYIIECTBIATHCS YMPaBICHUE JOCTYIIOM K WH()OPMAIMOHHOW CHCTeME
MOCPEACTBOM peain3alid HEOOXOJMMBIX METOAOB, THUIIOB U TPaBUJ pa3rpaHUYeHHs] OCTYIa
nons3oBatensiM mHpopmanuonaor cucteMbl ['BJIOY. B ToM uumcne oOecrnedeH 3alUIEHHBINA
yIAIEHHBIA JTOCTYNl CyOBEKTOB JIOCTyNa K OOBEKTaM JIOCTYyIa uepe3 BHENIHWE WH(POPMAIUOHHO-
TEJIEKOMMYHHUKALIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJSIMHA HHPOPMALMH

Pa6ornuku I'BJIOY n0mKHBI HCNIOIB30BATh TOJIKO YYTEHHBIE ChEMHbIE MAIIMHHBIE HOCUTENN
nHpopManuu A BBIMOJIHEHHUsS] CBOMX JIOJDKHOCTHBIX 00s3aHHOcTeil. Mcronb3oBaHME ChEMHBIX
MaluMHHBIX HocuTenel nudopmaruu B ['BJIOY B MHBIX 1IeJIIX CTPOro 3arperieHo.

ChemHbIe MalIMHHBIE HOCUTEIH WH(GOPMAIIMU JOJDKHBI XPAHUTCS B ONIEYATHIBAEMBIX IIKadax,
B IIOMENICHUAX B KOTOPBIX MpeAycMOTpeHa o0paboTka nHGOPMaIMK OrpaHUYEHHOTO JOCTYyIIA.

B cnydae kpaku UM MOTEpU CHEMHOT'O MAIIMHHOTO HOCUTENs MH(GOpPMAINH, a TaKKe WHBIX
MHLUJEHTOB, KOTOPbIE MOTYT NPHUBECTH K HApYIIEHHIO CBOWCTB HH(pOpPMAIMU OTPaHUUEHHOIO
JOCTYNA, JOJKHBI TPOBOAUTHCS. MEPOIIPUATHUS 110 PACcCIEAOBAHUIO TAKUX MHIIUICHTOB.

[Ipu BbIBOJIE M3 3KCIUTyaTallMM ChEMHOIO MAIIMHHOTO HOCUTENs MH(POpMalUH, BCE JaHHBIE,
XpaHsLIMECs] Ha HEM, JOJDKHBI ObITh YJAJIEHbl ONPEIECICHHON KOMUCCUEN U3 uncia pabOTHUKOB,
CPEICTBOM IapaHTUPOBAHHOTO YHUUTOXKEHUSI HHPOPMALIIH.

@®akT yYHUYTOXKEHUS UWH(GOpPMAIMM Ha CHEMHOM MAIIMHHOM HOCHTeNle WH(pOopMaIuu
¢ukcupyercss B akre 00 YHHYTO)KEHHHM HWHPOPMALUU CO CHEMHOTO MAIIUHHOIO HOCHUTENs
nHpopmanuu.



Perucrpaunusi coobITHI

B TI'BAOY  npomkHa  OCYLIECTBIATHCS ~ PETHCTpAallMM  COOBITUH  ©e30macHOCTH
Ha Bcex KoMmmoHeHTax wuH(opmanmoHHeix cucteM ['BJIOY, B koropeix o0pabaTbiBaeTcs
3amuiaeMas nHpopmarus.

AHTHBHPYCHAs 3A1UTA

B memsx oOnapyxeHuss W ycTpaHeHUs BpenoHOCHBIX nporpamMm B ['BAOY nomxHBI
UCIIOJIBb30BaThCsl CPEJICTBA AaHTUBUPYCHOM 3aIUThI HH(OPMALIUY.

OO0s3aTenbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOW 3alIUThl HMH(OpMaIMM TOJKHA
nojuiexarb Jro0as uHpopMmanus (TeKCTOBble (aiinbl 00BIX ¢GopmaroB, (aiasl JTaHHBIX,
ucrojgHsieMble (Qailbl), moiayyaemass U IepejaBaeMasl IO JIOKaJIbHON BBIYMCIUTENIBHON CceTu
B TOM 4YHCIE€ M CETAM OOIIEro IMOJIb30BaHUs, a Takke HHGPOpMaLus, XpaHMMas Ha CbEMHBIX
MAIIMHHBIX HOCUTENSAX WH(OPMAIIHH.

[Ipu ycTaHOBKE IPOrpaMMHOT0 00eCTieueHus UM €ro 0OHOBJIEHUSI Ha CeBepHOE 000py10BaHUE
JIOJDKHA aBTOMAaTHYECKU BBINOJIHATHCS TPEABApUTEIbHAs IIPOBEPKA [JAHHOIO IPOrPaMMHOIO
obecrieyeHust Ha OTCYTCTBUE BPEIOHOCHOT'O MIPOIPaMMHOI0 00€CIIeUEeHUSI.

Oo6HoBieHre 0a3 cuUrHaTyp JUisl CpeACTBa AHTUBHPYCHOM 3alIMThl MHGPOPMALMK JOTKHBI
OOHOBJIATHCA €XKEJHEBHO.

ITonp30BaTenu oe3 pas aMMHHCTpATOpPa nH(pOpMal¥OHHON CUCTEMBI
I'BAOY He MOmKHBI UMETh BO3MOXHOCTH TONYYCHHS JOCTYyNa K KOH(HUTyparuu aHTUBHPYCHOTO
CPEICTBA 3aIMTHI WX €r0 OTKIOYCHHUS.

KoHTposb 3a1HIIeHHOCTH NEePCOHAIBLHBIX JaHHBIX

B nensix uckirOYeHHUs SKCIUTyaTallUM YSI3BUMOCTEH MPOrpaMMHOr0 OO€CHeYeHHs JOJKHBI
NPOBOIUTCA pPA0OTHI IO BBIABICHHUIO, aHAIU3y YSI3BUMOCTEH MH(DOPMAIMOHHON CHCTEMBI
Y OIIEPAaTUBHOE YCTPAHEHUE BHOBb BBISIBIICHHBIX YS3BUMOCTEN. B TOM uncie opranu3anus KOHTPOJISA
YCTAHOBKH OOHOBIICHHS IPOrPAMMHOI0 00€CIIeUeHHUs BKIIIOYasi CPEACTB 3alIUThl HH(OpMAIIH.

Hcnonb30BaHue NPOrpaMMHOIO odecredyeHust

Beibop mnporpammHoro oOecrneueHust s npousBoAcTBeHHbIX HyxA ['B/IOY  nomxen
IIPOU3BOAUTHCS B IPUOPUTETE K OTECYECTBEHHOMY, BHECEHHOIO B EJVHBIA peecTp pOCCHUCKUX
MIPOrpaMM IS 3JIEKTPOHHBIX BHIYMCIUTENbHBIX MALIUH U 0a3 TaHHBIX. B ci1y4yae oTcyTcTBHS aHaora
B EnmHOM peectpe pOCCHMCKMX NIpOrpamMM Il 3JIEKTPOHHBIX BBIYMCIUTEIBHBIX MAallUH
1 0a3 JaHHBIX JIOMYCKAETCs UCIOIb30BATh IPOIPAMMHOI0 00eCIeYeHuEe UMIIOPTHOT'O IIPOU3BOCTBA.

Hcnoab3oBanue cpeacTs kpunrorpaguyecko 3aiuThl HHGpOpManuu

Obecnieuenne 3amuThl HHGOPMALUK OIPAaHHMUYEHHOT0 JOCTYIA OT PAaCKPbITHUS, MOJU(PHUKALIUN
Y HaBs3bIBaHMS (BBOJA JIOKHOM WHMOpManuu) mpu ee mepenade (MOATOTOBKE K Tepenade)
M0 KaHajaM CBSI3M, MMEIONIMM BBIXOJI 3a Mpeaeibl KOHTPOJIMPYEMOW 30HBI O00ECTICYMBACTCS
IPUMEHEHHUEM CPEJICTB KpUnTorpaduieckoil 3amuTsl MHGOpMaLuH.

[Tpuobperenue cpeacts kpunrorpapudeckoit 3amutsl nHpopmanuu I'BJIOY ocymectnsercs
Ha OCHOBAHHMM JOTOBOPOB U KOHTPAKTOB C JIMIIAMU MMEIOIIMMHU AeWcTBYromyto jurensuto OCh
Poccun Ha ocymiecTBieHHE AEATENBHOCTH IO pa3paboOTKe, MPOU3BOICTBY, PacIpOCTPaHEHHIO
M poBaTbHBIX (xpunTorpaguuecKux) CPEICTB, MH(POPMALIMOHHBIX CUCTEM
U TEJICKOMMYHUKAIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJb30BAHHWEM IU(POBATBHBIX
(kpunTorpadyecKnx) CPEACTB, BBIOJHCHHIO padOT, OKAa3aHUIO YCIYyT B 00JacTH IMGPOBAHUS
UHPOPMAIIUN, TEXHUYECKOMY OOCIYXHBaHHMIO MM(POBANBHBIX (KpUOTOrpaguUecKux) CpencTB,
MH(POPMAITMOHHBIX CHCTEM M TEICKOMMYHUKAIIMOHHBIX CHCTEM, 3AIIUIICHHBIX C MCIOIb30BAHUEM
U QPOBATBHBIX (KPUNTOrPAPUIECKUX) CPEACTB (32 MCKIIOUEHHUEM CiIy4as, €CIId TEXHHYECKOE
obcnykuBaHue HM(PPOBAIBbHBIX (KpUnTOrpapMueckux) CpeacTB, HH(DOPMAIMOHHBIX CHUCTEM
U TEICeKOMMYHUKALIMOHHBIX CHCTEM, 3allUIICHHBIX C UCIOJb30BaHUEM IIH(POBATHHBIX
(kpunrorpaduyecKknux) CpeACTB, OCYIIECTBISETCS s OOecreueHusi COOCTBEHHBIX HYX]
IOPUINYECKOTr0 JIMIIA WK UHAWBUYAIbHOI'O IPEIPUHUMATES).

B memsax opramm3anuu W oOecrieueHWH Tepenadyd MHQPOpPMAIMH 110 KaHajaM CBS3U
C HCIIOJIb30BAHUEM CPEJICTB KpuUNTOorpaduyeckord 3amuThl MHGOPMAIMU, a TaKKe BBITOJHEHUS
muneH3noHHbIX  TpeboBanuiik @®CB Poccum B ['BJIOY  npomkeH ObITh cO31aH  OpraH
KpUNTOrpaduyeckoi 3auuThl.



[Topraneubie pemenuss ['BJIOY ¢ BO3MOXKHOCTBIO JIOCTYyIa C CeTeH OOIIEro IMOJIb30BaHUS
JOJDKHBI B NPHOPUTETE pa3pabaThiBaThCsl ¢ OpraHU3alMell 3allUIIEHHOr0 KaHala MOCPEICTBOM
npotokona TLS ¢ momnepxxkoit anropurmo 'OCT 34.10.

Hcnonb30BaHue 3JIEKTPOHHOM MOYTHI

DneKkTpoHHas modyra JAoDKHAa ucnoib3oBateess B ['BJIOY ¢ menpro opranusanuu odOMeHa
JJNIEKTPOHHBIMH ~ COOOLICHUSMH MEXIy paOOTHUKaMH U CcyObekTamMu HH(DOPMAITMOHHOU
0€30I1aCHOCTH.

[Ipu ucmonb30BaHUU AIEKTPOHHOM MOYTHI 3aIPELIACTC:

oOMeH nH(popManmeit s CyeOHOro MoJIb30BaHusl, a TaKke HHPOpMaLMell OorpaHHYEeHHOT O
JIOCTYIIa;

MPeIOCTaBIEHUE JIOCTyNa K JEKTPOHHOM MOUTE C UCIMOIB30BAHUEM JIaHHBIX CBOEH y4eTHOMN
3aMKCU TPETHUM JIMIIAM;

MyOIMKaIMs CBOETO CIIY)KEOHOro ajapeca 3JIEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX KaTajiorax,
Ha MMOMCKOBBIX MAIlIMHAX U IPYTUX pecypcax ceT HTepHEeT B LIeTAX, He CBA3aHHBIX C UCIIOTHEHUEM
CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEH;

MOJINUCKA IO 3JIEKTPOHHON MOUTE Ha Pa3jMYHbIe peKJIaMHble MaTepuabl, JUCThl PACCHUIKH,
9JIEKTPOHHBIE >KYPHAJbl M T.H., HE CBS3aHHbIC C BBIIOJHEHUEM IOJIb30BATENIEM JOIKHOCTHBIX
00sI3aHHOCTEH;

OTKpBITHE (3allyCK Ha BBINONHEHHE) (HAiIOB, TONYYEHHBIX IO JJIEKTPOHHOW IOUTE
WM U3 pecypcoB cetu MHTepHer, 0e3 mnpeAaBapUTEIbHOW MPOBEPKH HUX aHTUBUPYCHBIM
MIPOrpaMMHBIM O0ECTIEYCHUEM.

Pabora B ceTsix 0011ero M0JIb30BaAHUS

I'BJAOY octaBaseT 3a coOoii MpaBo OJIOKMPOBATH WM OTPAHUYUBATH JIOCTYIT paOOTHUKAM K
CeTsIM CBSI3U OOIIEro MOJb30BaHUsA, B TOM 4Hcie ceTh VIHTepHeT, cojepkaHne KOTOPBIX HE UMEeT
OTHOUICHHUS K UCIIOJHEHUIO JTOJUKHOCTHBIX 00S3aHHOCTEH, a Takke K WH(POPMAIIMOHHBIM pecypcam,
COJIEp’KaHUE U HAITPABJICHHOCTh KOTOPBIX 3aMPEIICHBI 3aKOHOAATENbCTBOM Poccuiickoil @epepanuu.

Wndopmanuss o mnocemaemblx pabotHukamu ['BJIOY  uHpOpMaMOHHBIX pecypcoB
MIPOTOKOJIUPYETCS JJIS MOCIIEAYIOIET0 aHaIN3a U, TP He0OXOAUMOCTH, MOJKET OBITh IPE/ICTaBICHA
PYKOBOAMTENSM CTPYKTYPHBIX IOAPA3JICIEHHM, a TAK)KE PYKOBOIUTEIIO Y UpEKICHUS 1J11 KOHTPOJIS.

[Ipu ucnonb3oBanuu ceTu MIHTEpHET 3ampelieHo:

ucnonb3oBaTh npenocrasiaeHuslii ['5JIOY noctyn B ceTs IHTEpHET B IMUHBIX LEIAX;

MCIOJIb30BaTh HECAHKIIMOHWPOBAHHBIE MPOrpaMMHbIE M MPOrpaMMHO-aNNapaTHbIe CPEICTBa,
MO3BOJISIOUTNE MOTYYUTh HECAHKIIMOHUPOBAHHBIN TOCTYN K ceTh HTepHeT;

nyOJIMKOBaTh, 3arpykaTb M PAaCHPOCTPAHITh MaTEPUANIbl COJEpPXKAIIUE HEIOCTOBEPHYIO
nnpopmaruio o 'OV, a Taxxke panbcudunupoBats cBoit [P-ampec.

Pe3epBHOe KOMUPOBaHME U BOCCTAHOBJIEHHE JAHHBIX

OcymiecTBieHNE PE3EPBHOTO KOMMPOBAHMS JOIDKHO OCYLLECTBIIATHCS AJIS:

uHopmaruu  oOpabaTbiBaeMoil Ha (QaillioBoM cepBepe U CcepBepe IMPUIOKEHUH,
UH(GOPMAIIMOHHON CUCTEMBI,

pabouux MecT aAMUHUCTPATOPOB HHPOPMAITUOHHON CHCTEMBI.

YacToTa M PEXUM PE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCS TAaKUM O0pa3oM, YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO IaHHBIX U ONEPAaTUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KOMUPOBAHUS K BOCCTAHOBJICHHS PECYPCOB HHPOPMAIIMOHHBIX CUCTEM
I'BAOY nomxHBI IPOBOAUTH yIloIHOMOoUYeHHbIe paboTHuKkU ['BJIOY.

Pe3epBHOe  KOmuMpoBaHHWE JODKHO  OCYLIECTBIISITBCSI B~ ABTOMAaTMYECKOM  pEKuUMeE
C TNPUMEHEHHEM OTEUECTBEHHOIO CIENUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOMUPOBAHMS

C JEHCTBYIOIIMM CEpTU(PUKATOM COOTBETCTBHS IO TpPEOOBaHHSIM O€30MaCHOCTH HH(OpMAINH
DOCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OIMACHOCTBIO

MonuTtopuHTr HH(pOPMaLMOHHOI 0€3011aCHOCTH
Ha mocTosiHHOI OCHOBE MOJKEH NPOBOMUTHCS KOMIUICKCHBIM aHaNW3 (YHKIMOHHWPOBAHUS
uHpopmaunonHoit cucrembl ['bJIOY u Bo3HUKaIONMX COOBITUN HHPOPMAITMOHHON OE€30MACHOCTH.



IIponiecc MoHUTOpHHra cucTeMbl oOecrneueHus: MH(OpMalMOHHON 0€30IacHOCTU JOJKEH
BKJIIOYATh B ce0s1 KOHTPOJIb OPTaHU3AIMOHHBIX M TEXHUYECKUX MEp I10 3aIuTe HHPOPMALIMH, aHATTU3
napamMeTpoB KOH(PHUTypaluy U HACTPOUKH CPEJICTB 3aIUTHl HHPOPMAIIHIH.

[Ipu npoBeneHHM KOHTPOJIBHBIX MEPONPHUATHI, CBA3AHHBIX C OLEHKOH peaau3alud Mep
no 3aummre uHpopmanuu B I'BJIOY, ynmonHomodeHHble paOOTHHUKM JIOJDKHBI MPUAEPKUBATHCS
CJIEYIOIUX IPUHLIUIIOB:

He HapymaTh GyHKIHOoHUpoBaHue AesTenbHocTH ['BIOY,

JNEUCTBOBAaTh B COOTBETCTBUU C YTBEP)KIECHHBIMU OPraHU3allMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'bJIOY mo 3amure nadopmanmu;

HE CKPbIBaTh (aKThl BHISIBIIEHHBIX COOBITUI MH(OPMAIIMOHHOMN O€30MMaCHOCTH;

0(hOpMIISITH OTUETHI, TOATBEPKAAIOIINE BHIMOIHEHHE MEPONPUATHIH 0 3alUuTe HHPOPMALIUH.

Wudopmanusi, momxydeHHass B XOJI€ IPOBEIEHUS KOHTPOIUPYIOIIUX MEPONpPUATUI
O NIeHCTBUAX, COOBITUSX MU TapaMeTpax, MMEIOUIMX OTHOIIEHHWE K pealu3allud Mep IO 3alluTe
UH(pOPMaIUH, JO0KHA KOHCONUAMPOBATHCS U XPAHUTHCS B MECTAaX, MCKIIOYAIOIIMX MOTy4YeHHE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JIaHHBIX O 3aPETrMCTPUPOBAHHBIX COOBITHSAX HMH(OPMALMOHHOM OE30MacHOCTH
JOJKEH MTPOBOJUTHCS, 110 BO3MOKHOCTH, C MCIIOJIB30BAHUEM CHCTEMBbl MOHUTOPMHIA MHLIUJCHTOB
MH(POPMALMOHHOM 0€30MacHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKH M ayauTa COOBITUI
B TPOrpPaMMHBIX M TPOrPAMMHO-AMIAPATHBIX CPEJICTBAaX, HCHOIB3YEMBIX B HH(OPMAIMOHHON
unppacrpykrype 'B1OY.

YnpasJjieHue pucKkamMu

Omnpenenenre BHYTPEHHUX TpeOOBaHMN MO 3alIUTe HMH(OPMALMU, JOJKHBI OCHOBBIBATHCS
Ha pe3ysbTaTax IPOBEJCHMsI aHAINW3a PHUCKOB HapyLIEHUs OCHOBHBIX CBOMCTB 0O€30MacHOCTH
11 “HpopMamoHHbIX pecypcoB I'B/IOY.

OCHOBO OIIEHKH PHCKOB JIOJDKHA OBITH OLIEHKA YCIIOBHH U (DaKTOPOB, KOTOPBIE MOT'YT CTaTh
IIPUYUHOHN HapyLIEHUS LIETOCTHOCTH, KOHUAESHIIMATIBHOCTH U JOCTYITHOCTH 1J1s1 MH(OPMAaLIMOHHBIX
pecypcoB 'BZIOY.

PesynpTaToM mpoBeneHHs aHaJIM3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpaBJIEHHbIX HA CHM)KEHHE BO3MOXXHOTO HETaTHMBHOIO BIIMSHHUS HAa OCHOBHYIO JI€ATEIbHOCTh
I'BJIOY npu peanuzamnuu TOW WM UHOW YIpo3bl 0€30macHOCTH HHPOPMAIMH U 00€CIICYNBAIOIINX B
JambHEeHIeM JOCTaTOUHbIH YPOBEHb 3alMIEHHOCTH HHpopMamonHbix cucteMm ['B/10Y.

YnpasJ/jieHue HHIUACHTAMH HH(pOpMALMOHHOH 0€30ITaCHOCTH

Jnis obecrieuenus 3pPpeKTUBHOr0 paspelieHns HHIICHTOB HH(OpMaIIMOHHON 0€30acHOCTH
B I'b/IOY, MUHMMH3aMK OTEPh M YMEHBIIEHNUS PUCKA BO3SHUKHOBEHUS IIOBTOPHBIX MHIUJEHTOB
JIOJ>KHO OCYILECTBIISATHCS YIIpaBJIeHNE HHIMACHTaMU HH(POPMAIIMOHHOM 0€3011acCHOCTH.

Jlis ynpaBieHMsT MHUMAECHTAaMM HMH(OPMAllMOHHOM O€30IacHOCTU JOJKHA OBITh CO3/1aHa
clly’k0a MOHUTOPHHTA U PEarMpoBaHUsl HA MHUUACHTHl MHPOPMALMOHHONW 0€30MacHOCTH, KOTOpast
MOCPEACTBOM KOMILJIEKCA CPEACTB M MEpPONpUATHN JUIsi cOopa M KOHCONMJALMU HH(pOpManuu
00 MHIMJEHTaxX pellaeT AaHHYI0 3aJady. B OTHOLIEHMM KaXJoro MpOM3OLIEIIIEr0 MHLUICHTA
paOOTHUKaMU U3 CIyXKObl MOHUTOPHMHTA M pEarupoBaHUs Ha WHIMIEHTHl WH(POPMAIIMOHHON
0€30IacHOCTH JIOJDKEH BBIMONHATHCS €0 aHalu3, U pa3paboTka 3(pPEKTUBHBIX MEp pearupoBaHUS
Ha JaHHBII HHIIUJICHT.

Ayaut cucrembl odecriedyeHnst HHGOPMAIMOHHOM 0€30I1ACHOCTH

B mensix oneHku Tekyiero ypoHs nHhopMarmornaoi 6e3omnacaoctu I'BJIOY Ha perynspHoit
OCHOBE JIOJI’KEH IPOBOANUTHCS ayAUT MHPOPMALIMOHHON 0€30acCHOCTH.

BHyTpeHHue ayauThl JOJDKHBI BBIMONHATBCS pabotHukamu I'BJIOY. B uwncno 3amay,
pelaeMbIX IpU IPOBEICHUH BHYTPEHHHUX ayAUTOB WH()OPMALIMOHHON 0€3011acHOCTH, BXOJIAT:

cOOp M aHamu3 UCXOAHBIX JaHHBIX 00 OpPraHU3alMOHHON U (PYHKUHMOHAIBLHOW CTPYKTYpE
MH(POPMAILIMOHHBIX CUCTEM, HEOOXOIUMBIX JUIs OLIEHKH COCTOSHUSI CUCTEMBI 3aIUThl HH(POPMALIUY;

aHaJIN3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIAUTENbHBIX JOKYMEHTOB IO 3alIUTe
nH(popMaIuy Ha NMpeAMET UX MOJHOTHI U 3PGEKTUBHOCTH, a TaKkKe (OPpMUPOBaHNE PEKOMEHAALNN
10 X A0pabOTKe WU pa3pabOTKU HOBBIX;

obocHoBaHuEe (MHAHCOBOW 3()(PEKTUBHOCTH BHOBbH IPHOOPETAEMBIX CPEACTB 3aIUTHI
nHpopmaiuy,



MIPOBEPKa MPaBUILHOCTH BbIOOpA M HACTPOMKH CPEJICTB 3alUThl HHPOpMaLHK, GOpMHpPOBaHUE
MPEeIIOKEHUI 0 UCTONH30BAaHUIO UMEIOIINXCS CPEICTB 3alIUThl MHGOPMAIMK JJIsi TTOBBIIICHUS
yYpOBHS HaIEKHOCTH U Oe3onmacHocTH nH(popMamonHbix cucteM ['BJIOY;

aHaJIu3 OTYETOB IO NPOU3OMICIINIMM HWHUUJACHTaM HWHGOPMAIMOHHON O0e30MacHOCTH
Y MIPUHATBIM MEPAM I10 UX Pa3peUICHUIO.

IHoBbIIeHNE 0CBEIOMIEHHOCTH PA0OTHUKOB

B pamkax opraHuzanuy KOMIUIEKCHOI'O IPOTHBOJCHCTBHS  yrpo3aM 0O€30MacHOCTH
undopmaruu, ucxomsmuM oT pabotHukoB ['BIOY gomkHAa MOCTOSHHO TOBBIIIATHCS
WX OCBEJIOMJICHHOCTh B 00J1aCTH 3alTUTHI HH(OPMAIUH.

[ToBbrmienne ocBenomieHHoctr paboTHukoB ['BJIOY ocymecTBasiercs:

no cymectByromuM B 'BJIOY oprannzaiimoHHO-pacnopsaIUTeIbHBIM JOKYMEHTAM,

no npuMensieMbiM B ' BZIOY mepam 3auutsl nadopmanmu;

10 MPABWJIBHOMY MCTIOJI30BAHHUIO CPEJICTB 3aIIUTHI HH(OPMAIIHH.

7 3AKJIIOYEHHUE

[Ipu wm3MeHeHMHU JAEHCTBYIOIIEro 3aKOHOAaTeNbcTBAa Poccuiickoit ®exepauuu B obiactu
3aluThl MHQOpPMaLKK, a TakXKe OpraHu3allOHHO-PACIOPIIUTENbHbIX JoKyMeHToB ['BJIOY
Hactosmas IlonmnTuka M M3MEHEHMsT K HEW NPUMEHSIOTCA B 4acTH, HE IPOTHMBOpEYAIEH BHOBb
MPUHATHIM 3aKOHOJATEIbHBIM U WHBIM HOPMAaTHBHBIM aKTaM, a TakKe BHYTPEHHUM JOKyMEHTaM
I'BAOYVY.

Bce TpeGoBaHMs, YCTaHOBJICHHBIC JACHCTBYIOIIUM 3aKOHOAATEIBCTBOM Poccuiickoi
®denepanny, NOJ3aKOHHBIMM aKTaMM U JIOTOBOPHBIMU OTHOILIEHUSAMH, a Takxke noaxon Komwurer
K OOECIIEYCHHIO COOTBETCTBUS ITUM TPEOOBAHMSM JOJDKHBI OBITH SIBHBIM OOpa3oM OIPENENICHBI,
JOKYMEHTHUPOBAHBI U MOJJCPKUBATHCS B AKTyaJIbHOM COCTOSTHUU.

I'BIOY B  NpUOPUTETHOM  HANpaBIEHUU  JOIDKEH  paccMaTpuBaTbCsi  MEPEXOL
a IpPOrpaMMHOr0 00ECeUE€HNE OTEUYECTBEHHOIO MPOU3BOAMUTENS, BKJIIOUEHHOTO B €UHBIA PEECTP
POCCHICKMX IPOrpaMM ISl 3JIEKTPOHHBIX BBIUMCINTENBHBIX MAIIMH U 0a3 JAaHHBIX. B TOoM uncne
[0 YacTH CEPBEPHOro, KOMMYTAIlMOHHOIO OOOPYAOBaHUS M INPOrpPaMMHO-ANMAapaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOCCUICKON PaarOdIEKTPOHHON IPOLYKIIMH.

[lepecmoTp W BHeCeHME M3MEHEHHWW B HAcToAylO [lOMUTHKY OCYIIECTBISIIOTCS
Ha IIEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.
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